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BE THERE.

LAW 1.

BE THERE BECAUSE YOUR 
CUSTOMERS ARE THERE.

!

OVER 30% OF INTERNET USERS 
EACH DAY.

SOURCE: ALEXA.COM; 
10/6/2010
SOURCE: ALEXA.COM; 
10/6/2010



MORE THAN 30 MINUTES PER VISIT.

SOURCE: ALEXA.COM; 
5/2011
SOURCE: ALEXA.COM; 

DEMOGRAPHICS: UNDER 55

SOURCE: ALEXA.COM; 10/6/2010

A SOURCE FOR DECISIONS

SOURCE: ALEXA.COM; 10/6/2010

A SOURCE FOR DECISIONS

SOURCE: ALEXA.COM; 10/6/2010

A SOURCE FOR DECISIONS
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SOURCE: ALEXA.COM; 10/6/2010

http://www.flickr.com/photos/robinvanmourik/231812189/sizes/o/in/
photostream/

SOURCE: ALEXA.COM; 10/6/2010

http://www.flickr.com/photos/robinvanmourik/231812189/sizes/o/in/
photostream/
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BE THERE BECAUSE EVEN YOUR 
CUSTOMERS ARE THERE.

!

SOURCE: ALEXA.COM; 10/6/2010



SOURCE: ALEXA.COM; 10/6/2010

MATCH STRATEGY AND EXECUTION

LAW 2.

MATCH STRATEGY AND 
EXECUTION

ANALYZE

MATCH STRATEGY AND 
EXECUTION
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ASSOCIATE
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MATCH STRATEGY AND 
EXECUTION:

ALTER
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SUPPORT YOUR STRATEGY WITH
WRITTEN POLICIES AND PROCEDURES

LAW 3.

DO I NEED A POLICY?

FEDERAL ACQUISITION 
REGULATION 3.10

 “[T]he contractual requirements set forth in the clauses 
at 52.203-13, Contractor Code of Business Ethics and 
Conduct, and 52.203-14, Display of Hotline Poster(s), 
are mandatory if the contracts meet the conditions 
specified in the clause prescriptions at 3.1004.”

FEDERAL ACQUISITION 
REGULATION 3.10

(c) Business ethics awareness and compliance program and internal control system. This paragraph (c) does not apply if the Contractor has represented itself as a small business concern pursuant to the award of this contract or if this contract is 
for the acquisition of a commercial item as defined at FAR 2.101. The Contractor shall establish the following within 90 days after contract award, unless the Contracting Officer establishes a longer time period:

(1) An ongoing business ethics awareness and compliance program.

(i) This program shall include reasonable steps to communicate periodically and in a practical manner the Contractor’s standards and procedures and other aspects of the Contractor’s business ethics awareness and compliance program and 
internal control system, by conducting effective training programs and otherwise disseminating information appropriate to an individual’s respective roles and responsibilities.

(ii) The training conducted under this program shall be provided to the Contractor’s principals and employees, and as appropriate, the Contractor’s agents and subcontractors.

(2) An internal control system.

(i) The Contractor’s internal control system shall—

(A) Establish standards and procedures to facilitate timely discovery of improper conduct in connection with Government contracts; and

(B) Ensure corrective measures are promptly instituted and carried out.

(ii) At a minimum, the Contractor’s internal control system shall provide for the following:

(A) Assignment of responsibility at a sufficiently high level and adequate resources to ensure effectiveness of the business ethics awareness and compliance program and internal control system.

(B) Reasonable efforts not to include an individual as a principal, whom due diligence would have exposed as having engaged in conduct that is in conflict with the Contractor’s code of business ethics and conduct.

(C) Periodic reviews of company business practices, procedures, policies, and internal controls for compliance with the Contractor’s code of business ethics and conduct and the special requirements of Government contracting, including—

(1) Monitoring and auditing to detect criminal conduct;

(2) Periodic evaluation of the effectiveness of the business ethics awareness and compliance program and internal control system, especially if criminal conduct has been detected; and

(3) Periodic assessment of the risk of criminal conduct, with appropriate steps to design, implement, or modify the business ethics awareness and compliance program and the internal control system as necessary to reduce the risk of criminal 
conduct identified through this process.

(D) An internal reporting mechanism, such as a hotline, which allows for anonymity or confidentiality, by which employees may report suspected instances of improper conduct, and instructions that encourage employees to make such reports.

(E) Disciplinary action for improper conduct or for failing to take reasonable steps to prevent or detect improper conduct.

(F) Timely disclosure, in writing, to the agency OIG, with a copy to the Contracting Officer, whenever, in connection with the award, performance, or closeout of any Government contract performed by the Contractor or a subcontract 
thereunder, the Contractor has credible evidence that a principal, employee, agent, or subcontractor of the Contractor has committed a violation of Federal criminal law involving fraud, conflict of interest, bribery, or gratuity violations found in 
Title 18 U.S.C. or a violation of the civil False Claims Act (31 U.S.C. 3729-3733).

(1) If a violation relates to more than one Government contract, the Contractor may make the disclosure to the agency OIG and Contracting Officer responsible for the largest dollar value contract impacted by the violation.

(2) If the violation relates to an order against a Governmentwide acquisition contract, a multi-agency contract, a multiple-award schedule contract such as the Federal Supply Schedule, or any other procurement instrument intended for use by 
multiple agencies, the contractor shall notify the OIG of the ordering agency and the IG of the agency responsible for the basic contract, and the respective agencies’ contracting officers.

(3) The disclosure requirement for an individual contract continues until at least 3 years after final payment on the contract.

(4) The Government will safeguard such disclosures in accordance with paragraph (b)(3)(ii) of this clause.

(G) Full cooperation with any Government agencies responsible for audits, investigations, or corrective actions.

(d) Subcontracts.

(1) The Contractor shall include the substance of this clause, including this paragraph (d), in subcontracts that have a value in excess of $5,000,000 and a performance period of more than 120 days.

(2) In altering this clause to identify the appropriate parties, all disclosures of violation of the civil False Claims Act or of Federal criminal law shall be directed to the agency Office of the Inspector General, with a copy to the Contracting Officer. 





POLICIES:
DON’T BE EVIL

• Identify your role: if you’re talking about 
the company, make sure you identify 
yourself and your role. 

• Respect copyright and fair use laws.
• Ask permission to refer to clients or 

individuals. 
• Use work-appropriate language.

CONTRACTS:
ASSIGN OWNERSHIP & LIABILITY

• Who owns what employees write?
• Who owns the list of “friends?”



MAKE SURE YOU WANT TO SEE IT 
AGAIN.

LAW 4.

MAKE SURE YOU CAN SEE IT AGAIN.

LAW 4.



MAKE SURE YOU, AND ONLY YOU, 
CAN SEE IT AGAIN.

LAW 4.





4. The attorney general shall have exclusive authority to bring an action to obtain actual 
damages for a willful and knowing violation of this section and may seek a civil penalty 
not to exceed one hundred fifty thousand dollars per breach of the security of the system or 
series of breaches of a similar nature that are discovered in a single investigation.



REMEMBER WHO YOU ARE DEALING 
WITH. 

LAW 4.

HTTP://MATTMCKEON.COM/FACEBOOK-PRIVACY/



Zuck: Yeah So If You Ever Need Info About Anyone At Harvard

Zuck: Just Ask.

Zuck: I Have Over 4,000 Emails, Pictures, Addresses, SNS

[Redacted Friend's Name]: What? How'd You Manage That One?

Zuck: People Just Submitted It.

Zuck: I Don't Know Why.

Zuck: They "trust Me"

Zuck: Dumb F***S.

Http://www.businessinsider.com/well-these-new-zuckerberg-ims-wont-help-facebooks-privacy-
problems-2010-5#ixzz0tyaiyUr4

https://forum.webcontent.gov/Default.asp?page=TOS_agreements

REMEMBER HOW YOU ARE DEALING 
WITH THEM. 



ACTION STEPS 

COMMIT TO UNDERSTANDING SOCIAL MEDIA’S IMPACT IN YOUR 
AREA.

DEVELOP A SOCIAL MEDIA STRATEGY THAT MATCHES YOUR 
GOALS.

SUPPORT YOUR STRATEGY WITH A WRITTEN POLICY.

COMPLY WITH THE LEGAL AND REGULATORY REQUIREMENTS IN 
YOUR AREA.

MONITOR SOCIAL MEDIA DEVELOPMENTS FOR CONTINUED 
SUCCESS.
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